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AEA AT

MPAA £7°AND a0 NBPF

1. oo f
P3Nt WARTCLA I NCYT (e-GP) PALNC LuPrtT A%1LI1T OCYT AhC

00 TIARTD AS AP P14 PANTon LU Acom0P @A £CA hAo-:
NCIE? haPEm9° PARNC T AcomNP PLoo Trbe A9LLT RWIRUVI TPt
N.CnNt9® 1h AhSor 2L HMeT7 AN 900 P (policy statements)
Phdoom AT LV AN heo ¥t IS HNLT hmPAL CALNC LVTrE 7TAN.
2C ¢FMMaos hiLhrbev- IC NHPPH Thdt POLLAAT WIO-STFT P9LAL AT ONCYT
IhC A0, avaopn PAVT®F P Theddt eodh T3 fooAht 1o . ACYT 4hC 7" Al
ATR.mM POFA PG PGS O rePT:

1. Pao 30t WANTCLR 0 ACST PALNGT LUl (hah U-nd TIVESRC AS
PG PS WPt PARNC-T#FTF7 avhahd N9T04NT:

2. Qoo 3N AARTCLR PIC OCSYT PALNEGT LU ATILI1T LT AeR,
M, heo Py W AA55 PANS-C OCYT  eodCoT @ H7MC Moo lPr::

3. Pe-GP A9 TmPTLLT  hhARONC LuTrt ahf a1 T4 feeHCHC
JALYTS FmEETET CINAT 0906

4. fe-GP ANFI"  APAM hA®- VIC ATE WIATAT WHIC (LOtao} $Ta0TT
PALNG LUTIET ATILITT POLENTA PhNG-C N71N04AT-:

2 9A]
PAAD 909 Pe-GP ANYCF  hASNC T AeomNPiNtAh UL

ATINESLCThARNG T+ AovhAhAG LVTrE? A ALY ET ATILITT 10




3 ¢4t O (Scope)
Poo 3Nt AARTCLR AT ACYT PARNC LU AN Nbgao @0 T A

A FETT v ACeT 2C 09115F ACYTTT oondd ATTPT AS (koo
@NTP° PY @, Poo3NT AARTCLY PIC ACYT N9Lmdor- AALCH Ahat
T497 UGN

4 A+C AS Y& (Role and responsibility)
TANDT TN (PIETT PALNC LU Rk POAT AOAT AIC U

NPLLBm LA +MmPoLET ALY +HICS AT STETPA LUy 470
SALYTT AILTLhTA®- PCOA

4.1 Phdov PR ALEATC
411  Pe-GP PARNC LVt Z AN, AC AL ATSON NT15Ea YT PRLPN:

4.1.2 (hgoo-(FPPA) AS MAOtoo +me, &1 WL 7 ANM07 +4.A900F Nevhdta
LA

418 ¢e-GP PAGNC LUl Z AN, TTAGE ATANLALE NOP: AS 0700 ATSNLE
Lnd-tan::

4.2 ¢fe-GP TCERt “19EC
PALNC LUTIT TN Ohooant CoLhvtaT A064T 7S YALTET AATFI A

421 ¢e-GP A.Nt9°  Lurrl AN POATIA ATAAAA LLCIA 'LLATI° Loavdiv::

429 ¢e-GP AOFI® PARNG LVTTT Z°AN. Nae ¥ 0t A0S et PS ARehtC
PLHAL P '

423 ¢e-GPANTYI® PARNC LUFTT Z°Ad TN NAT B1L4A TINC-0.79°
LENEATIoNT

424 Za0m 0e-GP ANFI® AmPolPT UL NTand oot 04T L1o0 77T
S7CHET APS BRLNTC £PCOAN::

425 Ne-GP A.OA9° AL PO-NTS B h&4T PRLAA A8 T 47°CET NoP+: AP

PTG




43 &TC A% - Super Admin
Pe-GP AT eARNG Lurl Ntavaht £V AN A OTC AL oy htnty
YALYET AT

43.1 NeoFNT TS MLt APEILINTG ovanlfPT oofll ¢ e-GP ANT9®
ANFBLEC AEPTT N1AGTT SO

4.3.2 Nao30 Tt IS LT AP ILINTG avandPPT5 ao(\d N1 O é-ar
ATLovAh 3 TF@- AnAt NF 09908 Panton tmPoLit 4P BAMAL

4.3.3 (ao390TF TS INETF APEILINTG avavd f PN ool 191847 (-0
ATLaoAh T @ ANATF NF N9INLE PANTad AMPoLrT LPL BITPAL

434 ¢e-GP AOTIPT PARBNC LuTrF 424G AL &TAA POLATOT TS T
T AA e-GP TEEht “19EC NRTrh NAVE LA PA::

4.4 TATGCT a&o97 - Platform Admin

4.41 ?Pe-GP AOA9°T AFmMPoLPT Phhth L08R SO nNTATECI® 2C CHLLeH
TE5CTT BTN

4.4.2 TATECY® 2C AIST helTa AneT ACGTT 0e9° hADNPT OC LA
PgoLT LI M-VET (Integration) POHBLe i PanBii PO AS NNCSET
aohhd PAM-F PanlB 0T LPTMMé-A:

4.4.3 PNCHT TTAALLT T LOTANEN WA UIT LHING-A::

444 hevrrt TOAPT 0L LivtéPL a8l IC PHLLH PhLD PPAT LLATT
Bavd-g\::

445 NTATECI 248 Pavglh ovdMMeL LT3 (access controls at the platform
level) +704-B £LCINT LU P4 LAT® OAav-P2TF NF AhT4L4T
49013 TG @7 ATLTLTA £LI7MA:

4.5 hACT h&917 - Organization (Org) Admin

451 Mh3e Prmat LCET (T49°) mL9° 1A @-0T oo it WAL T
NCATT POTRL A

452 0RTIF@ 0T £A1F PEMPOL aoALPT POEALEAT QO PALITT AL




453 T AnC PV ool BPTT AL LHNMEA: CHAPLATO- NPT NF
AHOYE ol BPTF Mt @LI° CTANN WILTLTA £LOTMN:

454 (tgoo- @NT PADT P oolB LUTIT RS 7°0MG-BYT £LITMAN::

455 (tkoo- @NT W7 AFOLOLT IC CHELH TAPTT 67°CF $RCIN
AT8UVI° L7°CHTT Lovld°in::

456 MtE9To @onT P& TMPoLEPT Nov8lA &TTC 7ANPT (access control
policies) AL PAAMYT AS PLUTIT TCERDATE POLLhNSG o PSTa-T £LOTMAN:




heA vt
Ne16héd LA+ PULPT P77 AND oolNB DT

2V 70 N990hd £L% Pe-Gp ANFI® ATLLNTEL4 AS ATLmdao- AL DT
(WeATT) AL 49068 LA FILY Zten, oohem, PG GATT N996hén Ne-Gp
ANTI°3G avlB3ar POLENAEL 4 (PULmPons)  @LI° Lo PULAM: NeTTT hS
PRrOChT  SF0HHC PONTIS AT (system  Development) fASNC  LuTil
A LLT @7 PALNC LU AOd-C  AiHAhTA 1847 1D




1. PatoCh Lv7r (Network Security) 7°A.0.

1.1.0049° ¢l.meoo@. CuT®Ch avhl4AT1(Network infrastructure) Lu¥ik
ehmNd aolPy hANT::

1.2.0e-Gp AN19° PULLCT 1 ®-9°
2771 (Communication) evanfim(; (encryption) AS L@ 2100

1.3.96-Gp ANT9° PovlX 96hd B TOCH hE4E PRtoOCh LvTrt aedmms g
BNCAB LT aomdbd® AdN

1.4.9e-Gp LA PovlB 996hA B TOCH avALP LT 10C PLAT PA (default
password) aem+9° CANVTM.I° i mé- PP CLAG FA aomebI° hAATm.::

1.5.2e-Gp A.019° CavlB 0hi\ B TOCH AovfNF PANTI (&-LPT oo
a0 B2 Cn( WI Fi) eome9® NGX9° ¢-HhAaha o=

1.6.2e-Gp ALOT9° CanldB o100 wTOCH avf0F PP PohPCh h1476075
PLtECh SHET G148 &9 oo C hhNT::

1.7.¢e-Gp ALOT9° PavlB 296hé(datacenter) sl @Ch 775 09° PALNC
LUTIT hLD ALITY  IPAT Aeohmt aofN5F@ PhfD 9°ATi(incident
response plan & procedgure) ané-C ASC L1064 ::

2. ?e-GP AOT9° AT LuTrt (Secure system development) 2 A,
Pe-GP  ANT9® AT hOd-CT  ATAAA  “Th-PhhePT  (Customaization) A.O¢-
AN Teos hAanT Pao 20T ool NLGTT PPLLLLIM PoulB A@-O-T/ nITCloN
(interface) A@01HIF WG PHALR oo NSLLTE  ALOART? hadL E9°C  Adh
ao NG L0 Pood0Le TINAATD LLELT AL PARNC LUTIT ooPMTLLDT
au- NG TINFN .t

2.1. eGP AOT9° AZTF LuFrEY Pe PoINA0T 1Lt (Secure coding) HEPT?
oo AN

2.2.2eGP A.Ot9°  hAanT +£97 ANTIT IC PATECN hind NA @L Né-
hao0-k N4 ¢ PLUTIH(Penetration Testing)  PO&A:

b LN TR




2.4, LUTIE C4mNe SHLT 1L C7LhAdATT aoCY aohrt N AAOF:- CHONT FP AT
(Least privilege):- PAGTP4L ACHENTC AoofNF 0627 PN+ PTmPol, S22
(minimal user) NF ovd+& hANt:

2.5. @& oopP+ (Privilege separation):- ¢4ALE +I0CT @M “9T41F aod?C
(create, delete or modify) AT4PLATF@. At@AT +mMPTLLT (users with higher
privileges) NF aod 4L AANT::

2.6. “10hh 2T (Customaization) (.04 a0 048 WS W HFCéaN ALNAR?  hBHET
ANh oo hé/BNETD LA LT 18- 1LEFAR [2naoy Tt/ aodaoT hANT::

3. OOt9° PoHavT A 4RC (Patches management) 7 A
a0yt hANTCLR  TIC ACYT AP o100 Tav PRUTHE WRHPTT RS
amFeaoy ATTARA P97 P1S TFET3 (Patches) AgvAfdi AgvenFi Aovd Hi
AS A72.217 (identifying, acquiring, installing, and verifying) afdAlL Nevf-::
3.1. PeGP ANF9° “9HooF(Patches) AmP+9°S AdTSLC HCHC 187 (  procedure)
NS L@ BI04
32. NeGP ANte® Lhar? TOF ANtooT PoMHand (é aohél Add::

3.3. eGP  ANT9°  9THeo? (¢ (Server, hyperviser/ESXi/ OS(Ubuntu) Webs-
erver,Development framework, javascript version Database version) fm.saAd::
34. PeGP ANTI  Phami0Fo. ACHCTS AT TATECTT /T 0tade RTC

ThaThe aosG halt:
3.5.0eGP ANFI®  IF AAPP 0L TESANT  NCYT hovmy (bt NG HG NCY+E:
AL ool TG hFRNAT Adé. P4 oo ool 21T hANT::

3.6.PeGP ANF9® AL MTIEMI T A.LLT 1Lk oo HIN o U AnT:

4. AT hlvHRLC (Operational Change management) 7°A..
NeGP AN19°§ Ahbeos NTLMeoIFO- ¢p10Ch AS ANT  PANToo aolrt-
ATTRTT AL 009847 MIST@9® AO-T  NA700 0°I0+H82C NANTeos AR ALLCH
COTATT WD R @muT ovdih hme:




4.1. eGP AN AS TISTmI°  avhicl AT AL £91.847 175 @.9° AT
NPTH9° P NHPPE WP oM AMELTLD Adm?  ATINH4C
POYLNTA 0SS @T U ‘Le-1(procedure) A.SC B1MA::

42.NeGP ALOTI° AG TISTm9° ao(\lAt AT AL POLLT 1 M9 AT
NPT F9 Py NAHPPS (AN Feo- AOG-C AL 97 AT AP AL @Mt
o9, e0h A oo PF PANT9°::

4309 FINLE MDY AT hoo NG N4 CADar ANLALYE a0l 21T AT

4409 FINLD TTIEDI° AT hao NG NéT 0 AL hPAD PS AN19° @<
Y oo Noohéd ovdotT AdNT:: POLEINLD “T15@9° AT hoo s
N&F A@m ALANFA POLTFADT A F R 00T 019910 oot 7 F avAP TS
avao 7 hANT::

450eGP ANTI° AP 99247 1 @I° AT No0.7.7.0 ha +s YALDT av®(\}
ANt

46.0eGP AN AL AD.MT ALLT AUAI®  OEHTT 29AoP LTCNFA ANdALT
hiPy DAMS aoamd LRLAIN::

47NeGP ANFI® AL ADT hooflT 04T AS (LA PALNC LT DT &0A
a0l hANT::

4.8.NeGP A.OT9° A@.MF A-FINLM. a7 MNP DL WMt AevAh STAA
Y 2h9° eoavHIl AANT::

49 0eGP ANF9® AL ADMMT WELLT LA GAGF 29°197 AG NN avfl7 A0t




5. 9°h (Backup) ¢91.9% avCA OhaofH

5.1.9°1h  (Backup)PoLUP3 aoCE  Po9.004-01G POLIRLCNT @F PUPF $L9° Hhrti

5.2,

5.3,

5.4.

Sl

5.6.

5.7.

5.8

/procedure/ 54PN
PooIhn  (Backup)?PeLU? ooCE PoLLeHNT ANLALE: ooOCtH AT Aood 2104

¢e-GP AN NPSD- 4 TI6hA  @-> ¢-0F PFA P9°1h  (Backup) ooAld:
AT ASLD 2104

AN AL NPT ATThS DT PoLEINTA NI ool BPT hS a0t INELPT
(configuration file) @omANEe ao@AL: AANT::

Pe-GP MLO-19° Povld ¢ (Database) P30 oA somON4f (Full Backup)
NPAZ°3E nhd- NG @9 oo@OL hANT::

Po°n  (Backup) eendt AR N@hT @C W38 avdolTi(operational test)
AANT0e-GP ANA9° Panld & WILANLALIE ARYE @e9° o1 (Differential
or Incremental Backup) N¢24 A%+ @O hhé- A%F @4 ooh'he hant::

Pe-GP A9 et ACHC “Inthhg (Configuration File) (e NP 6(h&nt)
OC ATL.U9° A8 2I0hhg hhf41 N7LA av@OE hANT::

Pe-GP M.hA9° (Log file) ov-A- eoman+¢ (Full Backup) 0£A9™7%: hié- %t
@ ao@NL hA0T::

6. fe-GP AN19° #TTCS(monitoring) 7 AL,

?e-GP ANT9® AL P PATLPE WIPNPOALTT aofPT: PLUTIH v PAN1+RAS
(event Monitoring) Am#+9° aongti: AMmPOLPT C14PLAT@T Povls AT
AF TIFFDF PL1TE AP8U-9° Cao i 0t hARTCLR TH NCYTT AmPAL Phe
U3 BG CTMPTLLT T We-C A& T ATILLT 10

6.1.PeGP A.N19° Ph99A CLTTC 027 AT @T PU( Monotoring procedure)

ATL@ 21064

62.eGP A.NF9°  AAGNC LU €TTC POLON PHLEE ao0id AT AS Lor

21N ASLa 214




6.3.0eGP A.O01T9° AL NP Lhar 20 Q9°1OT LT T LE hAVTF @@L
AdFoo  BROCH Aao 0 PAELLT PRANS £ATAN UA9° aohl P
A8 UY° Pavavdf TARTT AS NAMPAL PNTLDPE av-nl-PT aondtiG
P 42°CH avfH hANT::

7. a4t (Audit policy ) 7"A.A.
7.1. NeGP AN9®  oo0ES ¢1o9A PONTS P PRUTIT AR ovhh® hANT::

72. 0GP AN19° AL PoLhLem PO-NTS P k8T (Application, database?
netwerk and server ) nGA=T AL 991hC AANT AANT::

73. NeGP A.049° A0 ACST A8 T 093 OC oon'Le hd::

74 Cav}INTE WANTCELR 0 ACHT NETPC havas VT WH8.U-9° 8540
SNENNE NLLT N LA A8 T avflT hAl::

75 Lav3 0t mANTCLR T OACSYT NG RC PNt ACHC (93 OC Ar8.U-9°
MAtne NFERAT LA & vl hAlv::




hed vivt
fe-GP A.OT9°7 NALmeban Lo 30t &7 7 AND a0 INem, DT

1. PG /A a@@mmd P (Access Control) 77 AN,
PILYU Z°A0, 9A9T Por 3Nt AANTCLR T ACETT ATLmdbave \GHTT (97,0

eh e 16 OnEE @17) 0NCSE NHFANTO- A6 AS VAT Abameao. A1£L5
QL POATANTF@ L79° NCHHT aomdbd® WI8LTN 9147 PULENTA NCYTT NNe
AL TTPAN 1

1.1,

1.2.

1:3.

1.4.

1.5.

1.6.

1.7.
1:8.

L9

Neo 70t WA tHCL TH ACYT Acom+9® VIP PP Phm P LT
J°HIN AS h1mPoLyt aoAlH (registration and deactivation) ané-C
NCFT ASLD 1A

PACHE 2L PULENLA T +MPTLPT VI AOG-CT Fhibhe Ne-
Gp organizational administrators ~ 4&A2LY 1 NF P& W81
avf.l hANT::

Pe-GP ALOT9° +MmPoLPT e aomPEfP AG ovhem, OT CCI° T
A.0toos NPLMe+d. avOlt (V2P avy1e ool 28+ ANT::

0-+2o T Nhd Pe-GP AnT9® Coomdolg 4.9 L (access) ANG-HET
PoLAM®: Phdov. VAL NOP a1 MbPL NF 10

UA9°  Pe-GP N.OH9° TmPLPF PHAMm S AL PU1LLT
YEMmI° ADT (V2P oo31e  +ovHIN® aofH AAVT @

TFEm9° fe-GP AO9°  AHmel O HOAM@T P40 PP avAf (user
name and password) AAA PANN 724 PANTI::

Pe-GP AOT9° TMmPol AL Pavfli L NF ATLD BT10A::

Pe-GP ANTY® TmPl P& L5 (Access previlage) ALYTT NN LCASG
UALYT AL Aaoplf Ahd-@+ P2LLN0EATD HPHE®- 4.2 NF  aodm Tt hAQT

CrMPorLLT ConblA aoBAMALS AICS VAT (role and responsibility)
NPLLE: oohAh LSCNF A




2. PANTT @7 pang /R A mmd P (Third party access control) AN,
PONTE @17 ov8lR andMML? O Nevf05%E QNG E AmPol PAPT AtoNr

e NF OManlB OCYET oome?® Wi TH P7LAT Poomeolyf 9L AavdMmC
PULENT N oo0m, -

1. O0EE @17 N3Nt W TELh 7 ACST AL Poo8Lh godbMmese CLAMO:
Phdoom IAO LINT ao®QAFTFart (ALNC LV Rk (LLOTT 1o+

2. AFALR NGPT PONTE @17 €22 hoohmd: Vb1 Moo 3Nt TicG MLt
NANAMNT AS NL.P L& ML avhhd ¢4 ov0.f (service level agreement)
avl 8% L4.P PACTILLT 09091 (Non disclosure agreement) @-é\ ov4.07°
hdNt::

3. ONFE @17 PavBLh oopMme P (access control) ACT7Hl Nee Nt hhi LR
DI ACAT ZANT ANEC RS PGP (NUIC hdG L£LE) PARNC LuHrT
VY Ohia eotPd Al

4, PONEE @13 L ATVTD aome9® PEov4 M PULPT AmPPUVTO AL
A 91247 WG ATt hmSee 0L PHAMO 2L @it hdT

3. 22 mhAhA ( Access Revoking) 77A.0,
1. PEMPOLDT Poopf R AMPoLD ALov-T WTLAPNT @LI hiNLOT

ehe- oA VALYTF NCIHOCHT 0P+ RPL ookl (deactivate) haNt::

2. ULEP ovhf (Temporary Accounts) LhEPR avAf £HANTE: N tET
eHAMTF@? W AnCh CTMmPolm GPe ookl T (deactivate)
LSCNF A

3. &A% A AntsLC (Password Management) 7 Al

4. PRAT PA IMPOLET CLAST PNTT NATUN AcemdT” MU
PTAN, DA PT HPNEP IRLT ANVT @

5. Pe-GP ANF° MPoLLT PLAR PAT®F ATHTI PALN 0L
AAT AR P99 PCT AL “INPon T PANVT -9

6. fe-GP ANT9°  TmPTLETT PRAT LA @LY°(Password) (LN OF
3 M4 aodPC AN

10




4,

+¢NL Tt PAD PACYT AP +I™ (Acceptable system use)

PHLY 7"A0 9097 POCYE ML LPT NCYET LUTHET Om0d U-s aomd®
ATRATTar AS PrhAhA AMPPTT T ALT@- NAT00 Ar8mbar- ATINFEN 100

T

OV Z°A0, AL P THLNS T VAT P7°A0, 4.9 27T avd A9 ++0LhT £Am- Pe-
GP AN AT 2P9° AT 07700, CThAhA 0617 aod A9 PO T PAD.
AMPLLT PE@9° AN ADT 0NCSE AL he NETY AALNC LUt
Rk AP LTCUVTPN hFd+LAt QAoo-f @meh, A?T79° Ao “1A¢F

CANT @-9°::

U9 AT NFoT e COm NTLomNt A%+ LN 2o WCY T
NAN: ool 247 29201T BYCVFPA::

?-+hAhA PACST hmP+9° (Uunacceptable system use) Z"A.0. av7hsm,

P07 AN AN A@- 91941 RS PULNGT Dé- TIATI° CHama- 700
AS UALTT AMA @ 99041 7

Poo NV OATCLN TIC OCYT AL PATLPLAT @+ avm+9® (Unauthorized
user) T “7wh (destruction)? “7AAA (modification) & “90AA- (damage):

oo 30T AT CLR TIC ACST PAA (@ Aho- T Noomdd® P78 aoAnE"?
TICTT 10T W30 CNTL+PL 10C avd A9

Pao 30t AARTCELR T OCST AL dkood N-9° PV LT CALNC U AS
L3N M A6 avd A9°::

Neo 7T WANTCLY P ACHT AL NAR ool Poomef hhd- 71 (privilege
account) Neem+9™ ¢-+&T 47 ChAN 9™HING (V7 htdbLAT oo 0T hhd
@ augo At hao PN AN epov e L NPt 010 TThSoy
AZI0-hd eoPhCE “T0hhi::

10.000370F AARTCLR THC NCHE AL PPLAT 2135 @9° P20 AT hilv

490C 11 Ao NPAENT (6) MG ALIIT AS NIFA ALLINT £10A

11.0003720F AWATCL T ACST AL PULAT 2175 @9 P£ .26 (support)

ANVt P99.000-0 RS POLASRCOT PhOe-C NCFT hS ovovdf ASLar
L6\

11




h&A  hét
P7AND ADNTALELS AR ULFPF

I. 7700 hOHBRC AS AR U PTF hfPH (Policy Management and Exception
Handling)

L1, 7’00 A% UB2T Ahdk 29 S1at POLPPC 1IC ASC RS H4AT
POILIPINT A DMULPT \Amovs (tgoo. PG KLELNTC avofP AT
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